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Overview of Service

SMBsecure™ includes comprehensive scanning
to discover and assess external and internal
risks plus reporting with distilled insights for
easy understanding and review.

This service enhances your cybersecurity posture
and credibility with clients, suppliers, regulators
and insurers. It empowers your business to take
meaningful actions to mitigate key cybersecurity
risks to safeguard its resilience in the wake of
increasing vulnerability exploitation by attackers.

Reduce Your Business Risk with SMBsecure™.

HOW IT WORKS

This secure™ service enhances
safety for your business. Fundamental
security risks that could harm your
business’s integrity are assessed,
reported, and continually monitored for
you. This service includes ongoing

monitoring to identify your business’s

key vulnerabilities, such as open ports,
easily exploitable software installed on
your systems, weak passwords, dark
web exposures and more.

It's more than a scan, it's a monthly
service to map risks and keep your
business secure!

ESSENTIAL RISK CONTROL FOR YOUR BUSINESS v

SMBsecure™ Standard and Advanced subscriptions include a managed
cybersecurity risk discovery service to assess your domains and business
systems for key vulnerabilities which weaken your cybersecurity posture. It
focuses on several areas which can be exploited by attackers to gain
unauthorised access to systems and data which, if exploited, can result in
serious costs for your business, damage your business's reputation, or cause
harm to third parties including your customers and suppliers.

HOLISTIC ASSESSMENTS v

SMBsecure™ does internal and external scanning to help your business
identify and address vulnerabilities, and improve security posture. It reviews
and itemizes risks comprehensively across a broad attack surface including
(but not limited to) finding exposed data on the dark web's underground
marketplaces, forums, and illicit websites; vulnerabilities in software and
cloud applications; Al exposure; network security (open ports,
misconfigurations, DNS health, etc.); financial exposure; security hygiene;
data encryption status; weak, breached and re-used passwords; typo
squatting; inventory of SaaS applications, presence of personally identifiable
information (PIl); and more.

M365 AND GOOGLE WORKSPACE SECURITY AUDITING v

SMBsecure™ easily integrates with Microsoft 365 and Google Workspace.
This empowers you to manage your Microsoft 365 or Google Workspace
security posture with insightful data and reports. It assesses MFA
implementation status for all user accounts for your tenant. The service
audits and tracks logon attempt for suspicious activities, highlighting
successful and failed logins neatly displayed on a Geo Map.

INSIGHTFUL REPORTS & REMEDIATION PLANS v

SMBsecure™ managed cybersecurity risk discovery provides meaningful
reports to help you understand your business's exposure to cyber events.
Additionally, remediation plans are provided to help address vulnerabilities.

EASY IMPLEMENTATION v

External Security scans require no installation and tests your business'
public-facing systems and networks for security vulnerabilities. It is
performed from the outside, simulating the perspective of an attacker. Risk
Assessments quantifies the security posture of your organisation. It performs
deeper analysis (internally), plus includes everything in the External
Assessment. This requires an agent to be installed on the computer(s).



